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The Principles and Practice of Internal Auditing
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Internal vs External Audit Standards & Frameworks Code of Ethics
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Digital & Al Analytics Cybersecurity & IT Audit Sustainability & ESG
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Internal Auditing vs External Auditing — Comparative Analysis
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Internal Audit Process Framework — 4 Key Phases
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International Standards & Professional Practice Framework (IPPF)

SO0B 00
80 RanVIDS

Qo Ommds nYS BOO YBOC yme BB

Global gode BBFvms B3O
Standards

B ®m
Implementation

o 308 BB6E COSO 6:gp: gunsins s1es 8daB g o300
(Internal Controls)

sedar G BIWBHD SICHS e
* ceedan 2
(Technology Governance)

« Al & ESG assurance (Cyber Risks)
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"Standards provide the bedrock of credibility — a common language for internal auditors worldwide."
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Code of Ethics for Internal Auditors — 5 Core Principles
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Data Analytics & Artificial Intelligence in Internal Auditing
N 0o : Sample-based Testing (10-15%)
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A 'Black-box' governance ¢ow: A Outputvalidation o A Bot logicperiodic validation

@
Chapter E: guszingSo@ne | CA SriLanka Curriculum 2025-30




05 | =835 gooer w0 IT Boemme

3838 gadtso w0 IT Snensmdw

Cybersecurity & IT Auditing Techniques for Data Integrity and Security

@ Access Control
Audits

Least privilege; user provisioning; authentication review

B Log Analysis

Security event logs; anomaly detection; incident investigation

& Encryption
Audits

Strong algorithms; key management; regulatory compliance
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Sustainability Auditing— Environmental, Social & Governance (ESG) Evaluation

GHG Emissions (Scope 1, 2, 3)
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i Source data verification & trend analysis

© Change Management
Review

Authorized changes; testing documentation; change logs

®_ Vulnerability
Assessments

Automated scans; remediation tracking; attack surface reduction

L1 SDLC Audits

Security in software development; code review; vulnerability
reduction
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A Incidentlog reviews & demographicanalysis

& DataBackup &
Recovery Testing

¢ Backup

Backup policies; restoration tests; availability assurance

X Penetration
Testing

Real-world attack simulation; defence strength validation

4+ Disaster Recovery
Testing

DR plan validation; failover procedures; business continuity

A, Policy reviews & governance testing

A ESG Challenge: ESG ¢&» 'unstructured and immature' — enhanced skepticism, Al-assisted analysis, multidisciplinary skills (accounting + climate science + human rights) occo.
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